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December 15, 2015

The Honorable Ashton Carter
Secretary of Defense

1400 Defense Pentagon
Washington, DC 20301-1400

Secretary Carter:

As members of Congress, we write to express serious concern about the decreasing retention of,
and rapidly rising need for, certified cybersecurity Red Team testing personnel at the Department
of Defense (DOD). As the number and severity of the cyberthreats against the United States
continues to mount, realistic cybertesting must become a critical priority that cannot be
accomplished without adequate and skilled personnel to do the testing. We strongly urge you
adopt enhanced measures to attract, train, and retain such personnel.

In recent months, there have been serious cyberattacks and cyber-intrusions detected in
numerous U.S. Government networks, including the network used by the Joint Staff. Such
cyberattacks could result in significant damage to the weapons systems and information
networks that we rely on for our national security. Both you and the Chairman of the Joint Chiefs
of Staff have directed that military services and combatant commands include cyberattacks as
part of their training exercises, to confirm that our military can fight through cyberattacks. And
last year, the director of Operational Test and Evaluation issued policy that requires more
realistic cybersecurity assessments for systems to be fielded to our military.

These goals can only be accomplished if adequate funding and personnel are available for the
DOD Red Teams to conduct realistic cybersecurity testing. In order to eliminate security flaws in
weapons systems and information networks, we rely on certified cyber Red Teams to conduct
realistic cyberattacks during exercises and cybersecurity assessments. Combatant commanders,
military service acquisition authorities, and operational testers all require expert support from
elements of these cyber Red Teams in order to conduct realistic cyberattacks during training
exercises and system testing. The Department needs these Red Teams to portray an array of
cyber adversaries, including advanced, persistent cyberthreats from nation-states.

We understand that the number of events requiring cyber Red Team support has more than
doubled in the last several years, and Department experts project the Red Team demand will
more than double again over the next five years. Furthermore, we understand that in the past
year, numerous senior Red Team members have left DOD positions for more lucrative positions
in the private sector. The increasing Red Team demand, coupled with the decreasing number of
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experienced personnel, indicates that DOD may soon face a severe shortage of qualified cyber
Red Team personnel. Such a shortage would significantly hamper the Department’s ability to
prepare for cyberattacks.

In order to attract and retain the required number of expert cyber Red Team personnel, we
strongly urge DOD to consider innovative compensation approaches such as those used in other
key specialty areas. It is critical that we not only maintain the ranks and expertise of existing
DOD cyber Red Team personnel, but that we make significant investments in their capabilities,
training, and retention.

In addition to innovative compensation, Red Teams should be manned, trained, and equipped
with sufficient well-qualified personnel to meet the anticipated demand. Red Teams need the
tools and skills to emulate a nation-state adversary, they need certification standards to ensure
proper manning at journeyman and master levels, and a comprehensive retention plan to ensure a
stable workforce.

We request that you outline the steps you plan to take to ensure the Department’s cyber Red
Teams will be manned, trained, and equipped with sufficient well-qualified personnel to meet the
anticipated demand. Please include in your response any proposed changes to current legislation
you believe would help you acquire and retain well-qualified cyber Red Team personnel.

Thank you for your attention to this matter, and we look forward to your response.

Sincerely,
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